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Abstract: This research addresses the critical challenges in traditional centralized Al model training,
focusing on data privacy, security, and the risks associated with centralized data repositories.
Integrating blockchain technology with Al model training aims to develop a decentralized framework
that enhances data integrity and trustworthiness while mitigating vulnerabilities inherent in centralized
systems. The objectives include designing and evaluating a blockchain-based infrastructure that
supports security and collaboration. In the Al-model training, we leverage federated learning to enable
data privacy-preserving mechanisms. The importance of this research lies in its ability to transfigure the
current landscape of Al development by providing a robust solution that decentralizes data
management, ensures transparency through immutable ledger technology, and automates secure
interactions via smart contracts. Key contributions include conceptualizing and implementing a
blockchain framework tailored for Al model training and incorporating decentralized data storage and
smart contracts for task automation of federated learning for collaborative model development.
Findings from experimental evaluations using the MNIST dataset demonstrate the framework's
effectiveness in maintaining data privacy and enhancing security while achieving high client-produced
accuracy (91%) and acknowledging challenges in generalizing model performance across heterogeneous
datasets.
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Introduction
Background Study

The merging of blockchain technology and artificial intelligence (Al) represents a transformative
evolution in the digital landscape. Integrating blockchain with Al models began with the development
of blockchain itself, a decentralized ledger technology presented in 2008 by an anonymous object
known as Satoshi-Nakamoto [1] and primarily as the foundation for Bitcoin. Blockchain's core
attributes, decentralization, immutability, and transparency, quickly found applications beyond
cryptocurrencies, leading to its exploration in various fields, including Al. In the early 2010s, Al
witnessed a renaissance with the advent of deep models, a subgroup of machine learning that uses
neural networks to process huge volumes of data and perform complex tasks. The aim of a centralized
approach to Al model training, which involves collecting data from various sources into a single source,
raised significant concerns about data privacy and security and the potential for single points of failure
[2]. Researchers began exploring blockchain technology to decentralize Al model training, recognizing
these challenges. The initial focus was leveraging blockchain's decentralized nature to create extra-
protected and trustworthy data management systems for Al; early efforts involved using blockchains
to confirm the integrity and provenance of records cast off in training Al models and increasing the
consistency and responsibility of the Al outputs [3].

Al has witnessed remarkable advancements in recent years, driven primarily by developing and training
cultured machine-learning models. These models are trained using centralized methods, and the data
from various sources is aggregated into a central repository for processing [4]. This method effectively
leverages large datasets to achieve high model accuracy and poses significant experiments linked to
data privacy, safety, and the hazards associated with centralization. Data cracks and privacy concerns
are increasingly prevalent, so a supplementary, protected, and efficient approach to Al model training
is paramount.

Centralized Al training models inherently expose sensitive data to potential exposure. The collection of
vast amounts of data into a single repository creates an attractive target for cyberattacks while also
risking the Privacy of individuals and organizations [4-5]. The centralized nature of this approach often
requires data owners to control their records, leading to near-failure issues and potential misuse. The
need for continuous data transfer to the central server is significant for bandwidth costs and introduces
latency issues, which can be detrimental in scenarios requiring real-time decision-making. Originally
conceived as the underlying technology for Bitcoin, blockchain technology has evolved into a versatile
and powerful tool capable of addressing many of the challenges associated with centralized data
management systems; intending to leverage its inherent decentralization, transparency, and
immutability characteristics, blockchain offers a promising solution to the limitations of traditional Al
model training [6]. The blockchain-based framework data remains distributed across multiple nodes,
significantly reducing the risks of using central data repositories. If used in smart agreements, self-
effecting contracts and relations of the contract, which are written into codes, can program and secure
the processes involved in Al model training, from data justification to reward distribution.

1.2 Research Purpose and Scope
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This research resolves to develop and evaluate a decentralized Al model training framework using
blockchain technology to address the critical issues of data privacy and security with the trust inherent
in traditional centralized Al training methods. The study aims to leverage blockchain's decentralization,
clarity, and immutability to create a safe and efficient infrastructure for Al-model training and
incorporate federated learning to enable collaborative training without any need to share raw data.
The scope of the research encompasses the design and implementation of the blockchain infrastructure
and smart contracts, as well as the addition of federated learning algorithms and a thorough evaluation
of the framework's performance, security, and scalability through experimental analysis with real-
world case studies. The research aims to provide a robust and innovative solution that transforms the
current landscape of Al model training and paves the way for more secure and trustworthy Al systems.

1.3 Research Objective and Questions

There are a few key objectives of this research that are multi-layered. It seeks to design a blockchain
infrastructure supporting decentralized Al model training. That ensures data integrity and security
through its decentralized ledger and cryptographic protocols. The research aims to develop and deploy
smart contracts to manage the lifecycle of Al training tasks, including data validation, model updates,
and reward mechanisms. The study intends to implement federated learning within this blockchain
framework to facilitate collaborative model training without cooperating with data privacy. This
research will evaluate the proposed framework's performance, security, and scalability through
extensive experiments and real-world case studies.

¢ How can chain technologies be effectively integrated into the Al model Training process for data
Integrity?

e What are the optimal mechanisms and configurations for implementing smart contracts via the
framework of decentralized Al models?

o What are the challenges associated with Al for potential scalability and efficiency in the real
world?

2. RELATED WORK

The traditional approach to Al model training involves a centralized methodology. Where the data from
various sources is collected, composed, collected, collected, and processed in a single centralized
location, this approach typically employs powerful servers and high-performance computing clusters to
handle large datasets and complex algorithms, which allows for significant computational power and
efficiency. Despite its advantages and centralized Al model training, it training, it presents several
critical limitations that hinder its effectiveness and sustainability [7].

One of the primary limitations of centralized Al model training is data privacy. Combining data from
various sources into a central repository requires data owners to transfer personal information to a
single entity. This transfer of attitudes poses a significant risk of information leakage and unlawful
access, especially in the industries of some confidential data like healthcare and finance, plus
government [8]. The centralized data storage creates an attractive target for cybercriminals, raising
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concerns for potential misuse besides the exploitation of private information. Security is another main
challenge with centralized Al models for training. The centralization of data and computational
resources used for any breach or failure in the central system can have widespread implications. Single
points of failure can disrupt the entire training process, resulting in interruptions and the potential loss
of critical data [8]. The central authority manages their data not always for the highest standards of
security, increasing the risk of internal threats and susceptibilities.

Centralized Al models are used for training, which raises significant ethical and trust issues. Data owners
use central authority to handle their data responsibly and ethically. In numerous cases, data erodes
trust between providers and central objects. This trust deficit can be averse to data sharing and limit
the availability of diverse Al models, which are crucial for developing robust and unbiased Al models.
The inefficiencies related to data transfer and storage in centralized systems advance limitations [10].
Transferring their big datasets to a central location requires and sustains significant costs. The potential
intricateness of transferring data back and forth can hinder the training process, especially for
applications requiring real-time data processing and analysis. These inefficiencies make centralized Al
training less possible for scenarios where data is generated and needs to be processed in the most
popular field of Internet of Things applications [9].

The supplementary important limitation of the centralized training model is the scalability deficiency.
The bulk data is continuing to grow exponentially with centralized systems to keep their records for
increasing computational and storage demands. Scaling up the centralized infrastructure involves
considerable investment in hardware, and maintenance is sustainable in the long run. This scalability
issue limits the ability of organizations to control big data for training and complex Al models. In
centralized Al training methods, data is isolated within different organizations or departments and is
not easily accessible for collaborative training [11]. This fragmentation of the data is lacking in the
training of datasets, which can result in biased models that do not generalize well to the real worlds
held in scenarios. Data silos prevent the sharing of valuable insights and hinder the development of
comprehensive Al apps [12].

The advent of decentralized approaches in Al-model training marks a significant departure from
traditional centralized methods for addressing critical data privacy, security, and scalability concerns.
These approaches control distributed computing and cryptographic techniques to facilitate cooperative
training of Al models across manifold nodes without the need to part rare information [13]. Federated
learning is at the forefront of these decentralized methodologies. Presented by Google in 2016,
federated learning enables the training of Al models directly on edge devices, such as smartphones and
loT devices, using local data. The models are then aggregated centrally, updating a global model without
transmitting sensitive data. This method preserves data privacy and decreases the risk of data breaches.
The raw facts never leave the native devices. Federated knowledge has been successfully implemented
in various applications, including predictive text input, health diagnostics, and recommendation
systems, demonstrating its potential to harness decentralized data for Al training while maintaining
privacy [14].

The other innovative and decentralized approach is swarm learning, which combines federated learning
with blockchain technology. Swarm learning employs a decentralized ledger to coordinate and manage
the training process among participating nodes. Using blockchain swarm learning ensures the
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truthfulness and transparency of the training data, which then informs the model. Each node in the
swarm underwrites a worldwide model with a training system on local data, besides distributing the
model parameters over the blockchain [15]. This decentralized consent mechanism mitigates the need
for a central aggregator, further enhancing data security and reducing single points of failure. Swarm
learning has shown capacity in the field of healthcare. Someplace has been used to train Al models on
sensitive medical data distributed across multiple institutions without compromising patient privacy.

Decentralized Al marketplaces represent the other remarkable development in the empire of
decentralized model training. Platforms mostly use different protocols, like Ocean Protocol and
Singularity NET, to alter data with models of Al in a decentralized manner. Ocean Protocol utilizes
blockchain to create a safe and transparent data marketplace for their datasets while retaining control
over access. Al developers can access these datasets to train their models. The data is used ethically
and securely. Singularity-NET in a decentralized Al-service marketplace is to interact, share, and
monetize their capabilities [16]. These platforms are blockchain decentralized, fostering trust and
transparency in transactions and fostering a collaborative ecosystem for Al development. Decentralized
knowledge graphs and federated databases are emerging as significant tools in decentralized Al-model
training. Knowledge graphs developed through Origin Trail offer a decentralized framework for data
interoperability and sharing across various sectors. These knowledge graphs utilize blockchains to
confirm data integrity and provenance, making them ideal for training Al models that require diverse
and reliable data sources [17]. Federated databases like Google Federated Learning of Cohorts (FLoC)
are designed for decentralized data aggregation and analysis without compromising user privacy. These
databases employ cryptographic techniques to provide collective data insights for individual data
through the private training of Al models arranged in distributed data [18].

The advancements and potential of decentralized approaches pose challenges for widespread adoption.
Issues of communication and computation efficiency are over their heads, and conversations about
maintaining blockchain consensus and the complexity of data privacy and security across
heterogeneous types of networks need to be addressed [19]. Integrating Al into existing infrastructure
requires significant technical expertise and coordination of centralized systems. Examining current
decentralized approaches in Al-model training reveals a dynamic and rapidly evolving background.
Federated learning, swarm learning, and decentralized Al marketplace knowledge graphs and federated
databases collectively represent innovative solutions to the limitations of traditional centralized Al
training methods. These approaches leverage the strengths of distributed computing and blockchain
technology to enhance data privacy, security, and scalability, paving the way for a more collaborative
and dependable Al environment. The research and development continue to advance these
decentralized methodologies, which are self-confident in the upcoming Al-model training [20].

2.1 Analysis of Previous Research with Al and Blockchain

Incorporating Al and blockchain has gathered major consideration in recent years, with numerous
studies discovering their combined potential. The following analysis summarizes the research energies,
highlighting their findings and identifying their limitations.

Table 1: Previous Research Analysis
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Author(s) Year | Study Results Limitations
Liangetal. | 2017 | Integration of Al | Demonstrated improved safety | High computational
besides Blockchain on | and data integrity in loT devices | overhead, limited scalability
behalf of loT using blockchain and Al
Zou et al. 2018 | Blockchain-base on | Improved privacy-preserving Al | Communication latency
Federated Learning training across distributed | between nodes, blockchain
nodes with blockchain scalability issues
Kumar et al. | 2019 | Blockchain and Al for | Enhanced data security and | Complex implementation
Healthcare Data- | Privacy in healthcare | interoperability challenges
Sharing applications blockchain plus Al
Mylrea and | 2018 | Blockchain for Al | Improved transparency and | High energy consumption,
Gourisetti Model Validation trust in Al model validation | limited to specific use cases
processes using blockchain
Liu et al. 2020 | Blockchain-enabled Facilitated secure data and Al | Regulatory and legal
Decentralized Al | model exchange through | challenges, high transaction
Marketplaces decentralized marketplaces costs
Pokhrel and | 2020 | Federated Learning | Enhanced decentralized Al | Data heterogeneity,
Choi and Blockchain | training with federated learning | communication overhead,
Integration and blockchain for secure | complex consensus
model updates mechanisms
Qu et al. 2020 | Blockchain for | Achieved  privacy-preserving | Limited to medical imaging,
Federated Learning in | medical image analysis using | scalability, and efficiency
Medical Imaging blockchain to manage | issues
federated learning
He et al. 2021 | Blockchain and Al for | Improved traceability and trust | High implementation costs,
Supply Chain | in supply-chain processes via | data privacy concerns across
Management blockchain and Al different stakeholders
Zhuang et | 2021 | Swarm Learning with | Demonstrated decentralized Al | High computational
al. Blockchain for Al | training with enhanced security | requirements, complex
Training using swarm learning and | coordination between nodes
blockchain
Sharma et | 2022 | Decentralized Al | Improved model accuracy and | Scalability challenges, high
al. Training using | data privacy through | latency in model updates
blockchain decentralized Al training
frameworks

The decentralized Al marketplaces and applications face regulatory hurdles and uncertainties that can
hinder their deployment. Integrating blockchain offers promising solutions to traditional Al models'

International Meridian Journal




Impact Factor: 19.6

challenges [21]. Addressing limitations and optimizing the performance of these systems remain critical
areas for advanced research and development.

2.2 Literature Gap

The significant advancements and existing literature on integrating Al and blockchain reveal several
critical gaps that impede the full realization of their combined potential. One of the major gaps is the
scalability of decentralized Al-model training. Many studies, such as those by Zou et al. (2018) and
Pokhrel and Choi (2020), highlight the challenges posed by communication latency and high
computational overhead in federated learning with blockchains. These issues limit the efficiency and
applicability of decentralized Al frameworks with large-scale data and complex models. The high energy
consumption and transaction costs associated with maintaining blockchain consensus, according to
Mylrea and Gourisetti (2018), pose significant barriers to scalability and cost-effectiveness. The current
implementations aim to balance security, Privacy, and performance. It is difficult to deploy these
systems in real-world applications that require real-time processing and large-scale data integration.

This research aims to address these gaps by developing a robust decentralized Al-model training
framework that optimizes their scalability and security performance. Approaches are used for advanced
blockchain protocols and efficient consent mechanisms to reduce the computational and
communication costs associated with decentralized Al training [22]. The integration of federated help
in the current framework is distributed training, which lacks the essential ability to share raw data with
preservative data secrecy and reduce the risk of data breach. Smart contracts automate and secure
coordination and training tasks, enhancing the efficiency and reliability of the process. This research
also explores innovative solutions to mitigate the high energy consumption and transaction costs,
making the proposed framework more sustainable and cost-effective. Through extensive experiments
and real-world case studies, this study aims to demonstrate the practical viability of the decentralized
Al model training framework, providing a scalable, secure, and efficient solution that bridges the
existing gaps in the literature and advances the state of the art in Al and blockchain integration.

3. PROPOSED FRAMEWORK

The conceptual model outlines the integration of blockchain technology with Al model training
processes to create a decentralized, secure, and efficient system. It highlights how blockchains, smart
contracts, and decentralized data storage with federated learning interact to facilitate collaborative
model training without central authority control.
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Figure 1: Proposed Framework

3.1 Components of the Framework

Blockchain Infrastructure: Serves as the backbone of the framework, ensuring security and
transparency with immutability. Records transactions related to model training data and
sharing with incentives. Ensures that all participants follow predefined rules.

o Nodes: Decentralized participants that validate and record transactions.

o Consensus Mechanism: Ensures agreement among nodes regarding the state of the
blockchain (e.g., Proof of Work, Proof of Stake).

Smart Contracts: Automate the implementation of predefined promises amongst parties
without intermediaries. Manages the distribution of tasks and rewards with validation
processes.

o Triggers actions based on specific conditions (e.g., reward distribution upon task
completion).

o Ensures compliance with the training protocol.

Decentralized Data Storage: Stores data across multiple nodes to enhance security and
accessibility.

o Datais distributed across the networks to reduce the risks of single ideas of failure.

o Utilizes technologies like IPFS (InterPlanetary File System) for efficient and secure data
storage and retrieval.
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Federated Learning: Permits many participants to train a model without allotment in data
collaboratively.

o Local Training: Participants train models on their local data.

o Model Aggregation: Aggregated model updates are shared and combined to form a
global model.

o Privacy Preservation: Data never leaves local devices, ensuring Privacy and security.

3.2 Blockchain Ensures Data Integrity, Security, and Privacy

Blockchain technology ensures data integrity and security concerning Privacy through its decentralized
and immutable structure. Linking data in interconnected blocks with cryptographic hashes in the
blockchain prevents retroactive alterations, thereby preserving trust and reliability. Security is
strengthened with cryptographic techniques and decentralized nodes, mitigating the vulnerabilities of
centralized systems [23]. Privacy is maintained through pseudonymous transactions, permission access
controls, and balancing transparency with confidentiality.

Data Integrity: The blockchain ensures data integrity primarily through its decentralized and
immutable nature. When data is recorded on a blockchain, it is stored in a sequence of
consistent blocks, each covering a cryptographic confusion of the preceding block and forming
a chain. This linkage makes altering any block infeasible without changing all subsequent blocks,
requiring consensus from the network participants. Once the facts remain verified, the
blockchain cannot be changed retroactively without altering all the subsequent blocks, which
would require enormous computational power and network consensus. This feature
guarantees that the condition remains unchanged and reliable after data is confirmed and
added to the blockchain. Blockchain networks use consent algorithms as proof of work to
authenticate transactions and guarantee arrangement amongst nodes on the state of the
blockchain [24]. Decentralized consensus ensures that mean actors cannot manipulate the data,
maintaining its integrity across the network. Every transaction or data entry on the blockchain
stands time-stamped and is connected to their earlier transactions, producing a translucent and
auditable track of data provenance. This transparency enhances responsibility and trust in the
accuracy and reliability of the data.

Security: The blockchain improves security through several cryptographic techniques and a
decentralized architecture, qualifying common vulnerabilities associated with centralized
systems. All blocks in the blockchain cover a cryptographic muddle of the forgoing chunk,
creating a safe series. Hash functions ensure data integrity by generating a distinctive fixed-size
hash value that signifies innovative data [25]. The slight alterations toward the contribution of
data, which result in significantly altered hash-values manufacturing, are interfering and
noticeable. The centralized databases are vulnerable to single points of failure or attack
blockchain work on a circulated network of nodes. Every node is a duplicate of the whole
blockchain, and compromise tools are used to ensure agreement on the validity of transactions.
This decentralized architecture reduces the risks of mean attacks targeting a single point,
enhancing overall scheme safety. Blockchain networks frequently employ encrypted data
methods to secure data transmission and storage. Private and public key cryptography allows
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the secure digital signatures of official parties to enter and adapt specific data on the
blockchain.

e Privacy: Privacy in blockchain systems focuses on protecting sensitive information while
maintaining transparency and audibility. Transactions on a blockchain are pseudonymous, and
participants are identified with cryptographic addresses rather than personal identifiers. These
transactions are clear and traceable in the real world; identities and addresses are generally not
disclosed to protect user privacy. Some blockchain networks implement permission access
controls that require participants to verify their identities to access specific data or perform
transactions. This ensures that the sensitive information is only accessible to authorized parties,
maintaining Privacy without cooperating.

3.3 Workflow of the Decentralized Training Process

Decentralized training using blockchains revolutionizes machine learning by allowing it to predict with
collaborative model development while safeguarding data privacy. Participants register securely on the
blockchain network, where smart contracts orchestrate tasks and incentives. They store data locally,
sharing only meta-data to preserve confidentiality. Through decentralized task allocation and local
training, participants refine models independently. Blockchains ensure integrity and aggregate model
updates transparently [24-26]. Distributed fairly for smart contracts incentivize contributions. Iterative
refinement cycles continue to achieve optimal model performance, showcasing the pivotal role of
blockchain in secure and efficient collaborative Al advancement.

e Initialization: The participants register which nodes on the blockchain network. Each
participant's identity and credentials are authenticated with cryptographic keys. Smart
contracts are deployed on the blockchain to manage the decentralized training process. These
contracts define their rules and tasks, with incentives for participants.

e Data Collection: Participants are to store their data locally in secure repositories. Participants
share metadata about their data on the blockchain. This meta-data includes information in data
type and sizes off in format but does not reveal sensitive content.

e Task Allocations: Based on their predefined rules in the smart contracts, tasks for model training
are allocated to participants. These tasks, like specific model architectures and algorithms with
datasets, are being used for work [25].

e Local Training: Participants independently train machine-learning models using their local data
sets. This step ensures that subtle information left inside the switch by its owner is not exposed
to other participants. Members make model inclines based on their local training. These
represent improvements or changes made to the model based on the local data for insights and
knowledge.

o Model Aggregation: Participants share their model updates and gradients on the blockchain
network. These smart contracts validate the integrity and authenticity of the updates.
Agreement devices Proof-of-Work and Proof-of-Stakes certify that only valid updates are
considered for aggregation. Validated updates are aggregated to form the global model. This
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global model combines this knowledge with the insights of all participants while preserving the
Privacy of individual datasets.

e Reward Distribution: These participants are rewarded based on their contributions to their
training process. Rewards can be in the form of cryptocurrency tokens and other items agreed
upon for the reasons stated in smart contracts. These smart contracts safeguard the fair
distribution of rewards based on each participant's contribution and verify the blockchain
transparency and auditability of the ledger.

e |teration: The decentralized training process repeats itself multiple times, pending the
international model's attainment of the desired performance level and convergence criteria.
The participants may refine their local models in the following repetitions based on their
updated global model, leading to continuous improvement in overall model performance.

This framework leverages the strengths of blockchain technology to create a robust, decentralized, and
secure environment for collaborative Al-model training, ensuring data integrity, security, and Privacy
with efficient task management [27].

4. METHODOLOGY
4.1 Research Designs

This quantitative research design study evaluates the effectiveness of federated learning in training a
generalized model across decentralized clients with skewed datasets. Federated learning is a
distributed machine-learning tactic where numerous clients (devices plus servers) collaborate to train
a shared model without swapping rare data samples. This method is mainly beneficial in confidential
situations where data privacy and confidentiality are paramount. The approach involves simulating a
realistic scenario where each client maintains a significantly skewed dataset. Skewed datasets typically
refer to imbalances in data distribution across diverse classes or categories [31]. In popular research,
the skewness is emphasized by focusing primarily on a single digit or category within each client's
dataset. This emphasis is crucial for privacy preservation, as federated learning ensures that sensitive
raw data remains local to each client, with only model updates being shared and aggregated.

Federated
Learning
Model

Data Experimental

Preprocess

collection setup

Figure 2: Methodology Diagram

4.2 Experimental Setup and Environment
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The MNIST dataset is chosen as it serves as a standard level for image organization tasks in machine
learning. It comprises 70,000 grayscale images of handwritten digits (0-9), 60,000 images used aimed at
training, and 10,000 plus for testing. Individually, the image is a 28X28 pixel array, making it suitable for
training convolutional neural networks (CNNs) and other deep learning buildings [32].

Implementation Tools: Python and PyTorch are selected for implementing the federated learning
algorithm [33]:

e Python: Known for its adaptability and wide libraries in ML besides data analysis.

e PyTorch: A popular deep-learning framework that delivers efficient tensor computations and
supports GPU acceleration, which is crucial for handling the computational demands of training
deep neural networks on large datasets like MNIST.

Federated Learning Algorithm: The federated learning approach is implemented to leverage the
distributed nature of client-server architectures without centralizing sensitive data [34]. Here is how to

apply:

e Client-Server Architecture: Clients (which could represent different devices or servers) possess
local datasets (MNIST subsets) and train models locally.

e Model Aggregation: After local training, model updates (gradients) are aggregated at a central
server without sharing raw data, ensuring Privacy.

o Differential Privacy Techniques: Optional techniques like differential Privacy may be employed
to protect individual client data during further aggregation.

Experimental Procedure

1. Client Setup: Simulate multiple clients, each with a subset of the MNIST dataset. Every client
dataset is deliberately skewed, focusing primarily on a subset of digits (e.g., emphasizing '1's in
one client and '7's in another).

2. Model Training: In which Clients are independently trained in these models using local datasets.
PyTorch facilitates the implementation of profound learning models like CNNs, the actual image
classification tasks that recognize handwritten digits.

3. Model Aggregation: Federated Learning Plus aggregates model updates from multiple clients at
a central server. This process combines gradient updates to refine the global model, preserving
Privacy by not exchanging raw data.

4. Evaluation: The collected model is estimated on the distinct test set (MNIST test set) to measure
its accuracy besides the overview performance. Metrics with accuracy plus correctness with
recalls plus F1-score can be considered to quantify model performance.

4.3 Data Collection and Preprocess

The MNIST dataset used in this study was sourced directly from the torch vision library in PyTorch.
MNIST remains are used in the secondary dataset, and machine learning plus CPU visualization consists
of handwritten digits (0-9). It includes 60,000 training and 10,000 test images, each of which is a
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grayscale and size of 28x28 pixels. The dataset is loaded using PyTorch's torch vision library, providing
easy access to the popular datasets MNIST [32].

Conversion to Tensors: the images are converted to the PIL (Python-Imaging-Library) setup to
the Py-Torch tensors. This alteration is vital for tensors to stand as the main data structure used
in PyTorch for neural systems structure.

Normalization: Pixel integrity of the images is regularized to the variety [0, 1]. This step recovers
model meetings during their training by confirming that the input data is of a reliable scale.

Training Set: This is used to train the federated learning model. It includes 80% of the dataset.

Validation Set (Development Set): Used to tune hyper-parameters monitoring model
performances during training. It usually constitutes 10-20% of the dataset.

Test Set: Used to estimate the final act of the competent model. It remains unseen during
exercise and is used only once to evaluate model simplification.

Random Split: PyTorch's random_split function ensures randomness in data partition while
maintaining consistency across different experiments.

Table 2: Dataset Description

Dataset Description

Training Images | 60,000 grayscales-images of handwritten digits (0-9)

Test Images 10,000 grayscale images of handwritten digits (0-9)
Image-Size 28 x 28 pixels

Pixel Depth Grayscale (1 channel)

Data Format PyTorch tensors

Normalization Pixel values normalized to [0, 1]

Split Ratio Train: Validation

= 80%:10%:10%

4.4 Implement Federated Learning Model

The federated learning method is designed to train the Federated Net model with multiple clients
possessing a skewed subset of the MNIST dataset. The Federated-Net planning contains convolutional
layers for feature extractions, followed by max-pooling layers to reduce spatial dimensions with linear
layers for classification [35]. This approach enables the cooperative model to train in protective
information secrecy, and every client retains control over its local dataset without distributing the raw
data outwardly. Federated learning is implemented in the decentralized machine-learning paradigm
system where model training is conducted locally on scattered data sources (clients) while aggregating
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to build a global model [36]. This framework is particularly suited for scenarios where data cannot be
centralized due to privacy worries and controlling limits with logistical challenges.

Federated Learning Architecture
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Figure 3: Federated Learning Architecture

o Federated Learning Net Model: The Federated Net model contains convolutional sheets for
extracting features from the images followed, fully connected to the layers for classification
[37]. There is a step-by-step guidance for implementing the model using Python and PyTorch:

o Imports and Setup: Import essential libraries like Py Torch modules for neural network
construction, dataset handling, and optimization. Set these random seeds for better
reproducibility.

o Federated-Net Class: Express the neural network with architecture using n. Module. The
model includes two convolutional layers (convl, conv2), dropout layers (dropoutl,
dropout2) for regularization, and two fully linked layers (fc1, fc2) for arrangement. The
forward technique defines the forward pass in the system, applying ReLU activations
max pooling and flattening with softmax for output.

o Training Function (train_federated): Implement a function to train the FederatedNet
model locally on client datasets (client_data). The function iterates through multiple
epochs, computes loss, and performs backpropagation updates to model parameters
using stochastic gradient descent (SGD).

o Federated Learning Scenario: Simulate federated learning by iterating over multiple
clients (clients). For each client, instantiate a local model (client_model) optimizer and
criterion. Train the local model using the train_federated function and optionally
aggregate model updates into a global model (global_model) depending on the
federated learning strategy (not fully implemented here).

5. Results and Discussion

These currently examine the results of our deliberate framework integrating blockchain technology
with Al model training processes. The framework aims to create a decentralized, protected, and
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efficient system for collaborative model training without central authority control. We evaluate the
effectiveness of federated learning in training a generalized model across decentralized clients with
skewed datasets. We discuss the impact of blockchain components, including smart contracts and
decentralized data storage, on data integrity, security, and Privacy. Our experimental setup using the
MNIST dataset and implemented with Python and PyTorch highlights our approach's practical
application and benefits. We explore the decentralized training workflow, emphasizing the blockchain's
role in ensuring data integrity and transparency and incentivizing contributions through smart
contracts. The results demonstrate the feasibility and advantages of combining blockchain and Al
technologies to enhance collaborative Al model training while protecting data privacy and security.
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Figure 4: visualized digits results

Training history - skew ratio 0.9

200 1 —— train loss
=== dey loss

Figure 5: Federated Al Training History ratio

The above plot shows the training history of the federated Net model in which the red line represents
the training loss, and the blue line shows the dev loss, so both are started and intersect. The x-axis is in
the 10 range, and the y-axis is at 2.00.

Table 3: Federated-Net Model results

Round Client Loss Client Accuracy
1 0.3221 0.9128
2 0.3875 0.9114
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3 0.3863 0.9106
4 0.3849 0.9106
5 0.3875 0.9114
6 0.3847 0.9114
7 0.3904 0.9098
8 0.3961 0.9106
9 0.3823 0.9114
10 0.3878 0.9106

The results of the federated learning model reveal several critical insights. The consistently high client
accuracy (around 91%) across all rounds demonstrates that the model effectively learns from each
client's local dataset, indicating robust performance within isolated environments. The static nature of
the training loss (2.3023), development loss (2.3022), and development accuracy (0.101) throughout
the rounds suggests that the global model struggles to generalize across all client datasets. This is
further evidenced by the low-test accuracy of 0.098, underscoring the difficulty in achieving a balanced
model performance when datasets are skewed and heterogeneous. The difference b/w the high client-
specific accuracy and poor global model performance highlights the challenges inherent in federated
learning, particularly the need for improved aggregation methods with strategies to handle data
imbalance and diversity. The model excels in localized contexts, so enhancing its simplification abilities
remains a significant challenge.

5.1 Comparison with Proposed Vs. Traditional Centralized Methods

This comparison highlights how to decentralize the method using blockchain tech and addresses the
critical shortcomings of traditional centralized training methods, particularly in data privacy plus
security and scalability with their transparency, recognizing the potential challenges and generalizing
the performance model across diverse datasets.

Aspect Proposed Decentralized Al Training with | Traditional Centralized Training
Blockchain

Data Privacy | Ensures Privacy through local data control | Centralizes data, raising Privacy and

and federated learning. security risks.
Security Enhances security with decentralized nodes | Vulnerable to single points of failure
and cryptographic protocols. and cyber-attacks.

Data Integrity | Maintains integrity via blockchain's | Relies on less transparent centralized
immutable ledger. databases.
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Scalability Scalable with distributed architecture and | Limited scalability with increasing
parallel processing. data volumes.

Cost Reduces costs by minimizing data transfer | Incurs higher costs for bandwidth and

Efficiency and storage needs. centralized storage.

Trust Builds trust through transparent, auditable | Relies on trust in centralized entities
blockchain transactions. managing data.

Performance | Achieves high accuracy with federated | Competitive performance but may
learning approaches. struggle with privacy issues.

CONCLUSION

Based on their results, insights were derived from our study on integrating blockchain technology with
Al-model training via federated learning. Our framework performs robustly in maintaining data privacy
and security across decentralized clients and building upon the insights gained from our federated
learning experiments. It is evident that individual client models achieve commendable accuracy within
their specific data sets, and the challenge lies in merging these diverse models into a cohesive global
model. The consistently high client-specific accuracy, averaging around 91% across multiple rounds,
highlights the efficiency of federated learning in leveraging localized data for training. The stagnation
of global model performance metrics and training loss with development loss, then accuracy indicates
a struggle to generalize effectively across the varied data distributions. The difference between high
client-specific accuracy and low global model performance underscores several critical challenges. The
skewed and heterogeneous nature of the client data sets poses difficulties in achieving balance and
representation within the global model. This difference highlights the need for advanced aggregation
methods to mitigate data inequity and diversity while preserving data and Privacy. The observed low-
test accuracy at approximately 9.8% and other highlights highlight the gap between local model efficacy
and global model generalization, indicating room for improvement in the federated learning
methodologies. Future research should focus on refining aggregation methodologies and addressing
dataset diversity to improve the framework's effectiveness and applicability in real-life situations.
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